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Introduction

Phoenix Technologies & a recognized leader in building wodthss core systems software platforms,
tools, and applications, nowntroduces Phoenix FailSafe a builtin theft-deterrence and loss
prevention security, and remote management platform for mobile PCs.

The Problem Today

With complex and diverse work requirements today coupled with severe ramifications and costs
associatd around Laptop/Devicéheft, an employeéusertoday issuddenlyexposed tasevaal complex

threat vectors.¢ 2 R I & Q &corftain kdiergthihg from family photos to personal filéscludingcredit

card information, work and personal documentsiail addesses, bank accountstc. 53% of mobile
professionals carry confidential company information on their notebook PCs, and of thgs& R2 y Qi
take any steps to protect the data.
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An employee/user can now be exposed to one of several theft vectorspasigibove, demanding a
bullet-proof solution topreciselytrack, protect and manage laptsgnd devices.



What is Phoenix FailSafe?

Phoenix FailSafe (hereafter referred to as "FailSafe") is a subscription service where laptop owners can
communicate withthe FailSafeenabled laptop easily and securely over the Internet. Access privileges
are controlled by the owner according to a predefined policy, and the owner maintains the ability to
disable the laptop at any time, retrieve or erase data, monitor usagd,remove or limit access. All of
FailSafe is controlled by an easyuse, webbased user interface.

FailSafe empowers you to take a proactive approach in reacting to laptop thefovidesyou

with the ability to remotely protect and track lost stolen PC devices. Users with registered devices can
retrieve important data from the laptop, erase sensitive data fitasevendisable the computer from
use

When your laptop has gone missingetfirst action you will want to take is to locate the P&vide.

Phoenix FailSafe supports the latest track and recover methods of GPS signals and IP Trace. FailSafe can
automatically detect the presence of a connected or bmltwebcam and take a candid picture.
Webcam andracking data can be useful in idegtiig the perpetrator of a lost or stolen PC, which, in

turn, can lead to the return of the missing laptop and/or the arrest of the perpetrator!

FailSafe gives you the ability to remotely retrieve and erase content stored on your mobile PC. A
retrieved filecan be safely and securely downloaded to another device.

FailSafealso provides you theability to remotely disable a lost/stolen computeYou can specify a
number of disabling options. The most prominent among thethés Sound Alarm This optiorcauses
an alert message to displaydan alarm to sound when a user attempts to access a disabled device.

When a device is disabled, users canopén programs or files or even boot into any type of operating
system or setup thereof. The laptop will remaircked down until the owner retrieves it and enters the
appropriate hotkey combinatioand unlock key

FailSafe empowers you to retriea@d protect your valuable information in any situation, even at times
when it is out of your hands.
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FailSafe Components
Phoenix FailSafe ispeoduct and servicéhat provides the ability to protect and track lost or stolen
computing devices and provides for remote management of those devices. Components include:

A A tamperresistant aget that resides on the clienPCand contains BIOS and Windows
components;

A A networkconnected secure communications center (SCC), which monitors devices,
records activities, maintains account information and settings associated with each
individual PC device, and is responsible for igggiommands over the internet to each
client agent;

A A Web Management Interface for the owner/administrator to remotely interact with
the devices (i.e., track, monitor, issue commands and policies)
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Phoenix FailSafe is a system that allowsdiwaer of a personal computer (or other computing device)
to communtcate with the computereasily and securelgver a network Using FailSafe, thewner of a
computer can control how and by whom the system can be used.

The FailSafe system is modeled after the&ide management and provisioning systems commonly used
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wireless network, which provides the speech/packet and signaling channels that allow voice and data

call ®tup and maintenance. A wireless network also implements a set ofbsidd channels to

implement command and control of the devices. These command and control facilities provide
important, hardto-subvert functionality for the endiser as well as the wiless operatorwith features

such as easy activation, remote management, enablement and disablement of optional/premium
services and device dxctivation.

FailSafe providethree main areas of functionality:

o FailSafe is a provisioning system for modern personal computer systems diké P@nputing
devices. FailSafe facilitates the initial binding of a computer tovitser anduser(s). It supports
the setup of important security information that relates tdi$ binding including the
provisioning of the disk encryption system. FailSafe also allows for the easy and correct transfer
of ownership of computing devices. For example, when a machine riedussent back to an
OEM for repair or replacement, FailSanbe used to safely deINP GA aA 2y (GKS aeaids
keys and then rgrovision the same keys on the repaired or replacement system when it is
returned.

o FailSafe provides a policy enforcement mechanism. dweer of a computer may wish to
establsh policies related to how a computer may be used. For example, a large enterprise may
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theft of company data. A more complex variation of this policy may allow ceuseéns to

request their managers or IT personnel to exempt them from the policy and, when the request
is approved, perform the unlocking process in t@ak. FailSafe provides the security and safety
to support very flexible policy enforcement.

o FailSafeprovides a secure communications channel between the owner of a computer and the
computer, much like a Virtual Private Network (VPN). Unlike a classic VPN, however, this
channel is intended primarily for use in command and control activities and is ddsfgne
disconnected, weakly connecteas well as fully connected modes of asynchronous operation.
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firmware and other security products. FailSafe medsmms start operating as soon as the first
instruction executes on the computer, so there is no time frame in which an alternate software stack
may take over and override FailSafe operatiBacausd-ailSafe is rooted in the trusted firmware/BIOS

layer ofthe computer system, FailSaifeextremely hard to subvert using softwaattacks.FailSafe also

protects against hardware attacks to the point where subverting FailSafe requires one to effectively
physically destroy the computer system. The FailSafe isalus far superior toNindows®or Linux®
solutionsthat relysolely on the operating system, its applications, or Option ROMs.
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Weaknesses in Existing Solutions

Don’toperate at BIOS Layer
Susceptible to OPROM subversion attacks, poor
integration with other BIOS functions, e.g.
bricking/unbricking, HDD locking, encryption

Reactive in Nature
Lack of proactive anomaly detection and
theftdeterrentsolutions

Weak Tracking and

& Remote Management
Current GEO location tracking very imprecise

No Instant Data Backup or
Retrieve when Laptop stolen

Prone to lots of False-Positives
Supportcalls, disruptions in work

Poor User Experience when

Device stolen
Poorremote command control — WiFi, SMS, BT

Weak Security posture
Can be easily tampered, uninstalled, disableﬁ

No Instant-

On/Connected/Secure solution

Phoenix continues to build on core strengths of BIOS leadership of 25+ years to introdSedeFai
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layer, hence precise control of BIOS load and boot functims$ commandontrol is lacking. Often, the
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ranging from OPROM subversion attatkaungraceful tampering, disalieent or uninstalation of the

application In addition, integration with advanced BIOS functions such as brickitgicking, Hrd

Disk Drive (BD locking and encryption performed at the BIOS layer is missingence current

solutions provide aroffering with a relatively weaker security posture. The current state of theft
detection technology is also reactive in natumevolvinga human action to report the theft incident.

While this is goodpften too much time passes betwedhe time a theft report is filedand the time

when the theft actually happened.
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The single most importardoncern aftera laptop theft is the protectionfodata. The completebackup
and restore ofdata onclient device, ranging from specific files, folder® a complete filesystem and
from/to cloud are not fully integrated witlcurrent AntiTheft solutions; hence the current state of
technology ioften limited to retrieval offew singlefiles only often with serious ge limitsimposed.
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distinguish between normalvell-behaved and accepted anomalies. an indication of an actual theft.
As a resultcurrent solutions are prone to lots of falpesitives (FPs)eading to expensive support calls
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and disruption innormal work.The technology elements need to proactively track client(s) behavior,
correlate it with past behaviors to precisely identifiormal statesand anomaly statesand identify
potential theft scenarios without possibly requiring a human intervention.

The currentGEO locatiorsolutions are alsmot dependable often producingimpreciseresults The
triangulation algorithms used are relatively weak in idemtifjthe precise location of the stolen laptop.
In addition, rich remote, commandcontrol supportto track a stolen devicefrom a hybrid set oform
factors, such asVeb, mobile, Wik BlueTooth, SM&xtensionsetc,. is not available.

FailSafe Technology Advantages z Current

Definitions:
Core BIOS i Embedded firmware code that resides on the motherboard and contains the first
instructions that execute when the device is powered on.

OPROM i An abbreviation for Option ROM. An OPROM is essentially a secondary flash part containing
firmware that is called by the core system BIOS. After the basic POST checks are complete, option ROMs
are then initialized. This gives them the chance to hook (intercept) system interrupts, in order to provide
increased functionality to the system.

POST i An abbreviation for Power On Self Test, something that is done in the core BIOS during startup.
The primary function is to initialize the hardware components and point to the location on the hard disk to
start OS boot process.

System Management Mode (SMM) -- A special operating mode, where certain areas of protected
memory (SMRAM) become visible. This memory is not visible outside to the OS, providing greater
security. SMM is entered when a System Management Interrupt (SMI) is detected.

(I) Operates at the BIOS Layer

+  TamperResistant * Degraded Mode
/ *  Immunetotraditional . Precige De_vice Mgmt
Y. Operates at OPROM subversion even if Native OS is not
! techniques R
'/ BIOSERVEY : Fuc:l control overload/boot *  HDD locking/encryption
order

FailSafe core differentiation comes from the fact that it runs directly ftbm BIOS even before a
traditional operating systenfOS)such as Windows or Linux boots up. This provigese immense
control, reliability and securityhan the traditional solutionsthat require native OS to boot can offer
today. By operating at the BIOS levEhilSafecan provide a richer set of BIOS capaeéd, such as
Bricking/ UnBricking, HDD locking, Degraded mode supporfeBeimg FailSafe can alsotegrate with
alternative technologies provided lohip vendors such as IntéAnti-Theft Technology (ATTBecause
the core BIOS always executestfiis is immune to traditional OPROM subversion techniques that



current solutions running at OS layer suffer. The core runtime modules also run in highly secure SMRAM
memory.

BIOS Design Considerations

This section discusses the implications of implementn g Fai | Saf eds security features
BIOS firmware versus implementing these features from an Option ROM (OPROM). It will specifically

address core BIOS advantages, intelligent client functionality, and security.
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Core BIOS Advantages

Full Control over Load and Boot Order

FailSafe is loaded early in POST, giving it full control over subsequent module loads, boot order, and boot
devices. This control enables boot policy enforcement and degraded mode support. It also prevents
OPROM subversion techniques, providing greater security and policy enforcement capabilities.

Degraded Mode Support

FailSafe also supports a policy-based degraded mode enforcement capability that, among other things,
can prevent a device from booting from any type of secondary boot media other than the primary boot
drive (e.g., when a PC does not connect to the Internet and communicate with the FailSafe server within
some pre-defined interval of time).



Secure and Reliable Policy Enforcement from Core BIOS

OPROM code can be subverted by
introducing a Rogue OPROM that
executes in front of intended code

Instructions in the Core
BIOS Firmware are )
always execute first Could overwrite OPROM flash
or skip altogether
i 4

POST® Timeline

A

BIOS hardware initialization execution is sequential and always executes in the same pre
defined sequence

Execution of policy enforcement (i.e., Disable the PC) in the Core BIOS is the most secure and
reliable implementation

Policyenforcement in OPROM can be subverted (i.e., instructions skipped or altered)



(I') Greater Security

SMM Code Execution

FailSafe leverages SMM technology such that the BIOS is able to receive commands from the OS level
and execute them ithe BIOS. Features such as GeoFencing, degraded mode support, and disable
depend upon this capability. In addition, BIOS is in control of the OS components to ensure the integrity
of the FailSafe agent.

Intelligent Client Functionality

FailSafe delegates intigience to the FailSafe agent, which is important when the device is running

without a connection to the FailSafe server. This allows the agent to enforce policies such as Geofencing
and degraded mode support even when no server connection is presentafiability requires

runtime communication with the BIOS, which FailSafe performs using the SMM.

GeoFencing

A GeoFence is a rectangular area defined by a set of
longitudinal and latitudinal coordinates wihich a device is
allowed. It is enabled based @PS readings from the device
and policybased coordinates on thgerver.A GeoFencean
be defined in terms of a City, State, or other geographic
region (may have multipl€eoFences). Thé&-ailSafe agent is
able to detect the violation of th&eoFence poliy and
directly instruct the BIOS to disable tHevice. Again, this
feature relies on the BIOS runtime communication via the
SMI.

Hard Disk Device (HDD) Locking

FailSafe providethe remote capabilityto lock / unlock the hard disk drive using a securaggword
right at the BIOS level without requiring any OS interventidris provides complete control of any
software to have direct disk access



