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Introduction  
Phoenix Technologies Ltd®., a recognized leader in building world-class core systems software platforms, 

tools, and applications, now introduces Phoenix FailSafeϰ, a built-in theft-deterrence and loss-

prevention, security, and remote management platform for mobile PCs. 

The Problem Today  
With complex and diverse work requirements today coupled with severe ramifications and costs 

associated around Laptop/Device theft, an employee/user today is suddenly exposed to several complex 

threat vectors.  ¢ƻŘŀȅΩǎ ƭŀǇǘƻǇs contain everything from family photos to personal files, including credit 

card information, work and personal documents, e-mail addresses, bank accounts, etc. 53% of mobile 

professionals carry confidential company information on their notebook PCs, and of those, ср҈ ŘƻƴΩǘ 

take any steps to protect the data.  

 

 

An employee/user can now be exposed to one of several theft vectors, as shown above, demanding a 

bullet-proof solution to precisely track, protect and manage laptops and devices.  



What is Phoenix FailSafe?  
Phoenix FailSafe (hereafter referred to as "FailSafe") is a subscription service where laptop owners can 

communicate with the FailSafe-enabled laptop easily and securely over the Internet. Access privileges 

are controlled by the owner according to a predefined policy, and the owner maintains the ability to 

disable the laptop at any time, retrieve or erase data, monitor usage, and remove or limit access. All of 

FailSafe is controlled by an easy-to-use, web-based user interface. 

FailSafe empowers you to take a proactive approach in reacting to laptop theft. It provides you 

with the ability to remotely protect and track lost or stolen PC devices. Users with registered devices can 

retrieve important data from the laptop, erase sensitive data files, or even disable the computer from 

use. 

When your laptop has gone missing, the first action you will want to take is to locate the PC device. 

Phoenix FailSafe supports the latest track and recover methods of GPS signals and IP Trace. FailSafe can 

automatically detect the presence of a connected or built-in webcam and take a candid picture. 

Webcam and tracking data can be useful in identifying the perpetrator of a lost or stolen PC, which, in 

turn, can lead to the return of the missing laptop and/or the arrest of the perpetrator! 

FailSafe gives you the ability to remotely retrieve and erase content stored on your mobile PC. A 

retrieved file can be safely and securely downloaded to another device.  

FailSafe also provides you the ability to remotely disable a lost/stolen computer. You can specify a 

number of disabling options. The most prominent among them is the `Sound Alarm.` This option causes 

an alert message to display and an alarm to sound when a user attempts to access a disabled device. 

When a device is disabled, users cannot open programs or files or even boot into any type of operating 

system or setup thereof. The laptop will remain locked down until the owner retrieves it and enters the 

appropriate hotkey combination and unlock key.  

FailSafe empowers you to retrieve and protect your valuable information in any situation, even at times 

when it is out of your hands. 



 

FailSafe Components  
Phoenix FailSafe is a product and service that provides the ability to protect and track lost or stolen 

computing devices and provides for remote management of those devices. Components include:  

Å  A tamper-resistant agent that resides on the client PC and contains BIOS and Windows 

components; 

Å A network-connected secure communications center (SCC), which monitors devices, 

records activities, maintains account information and settings associated with each 

individual PC device, and is responsible for issuing commands over the internet to each 

client agent; 

Å  A Web Management  Interface for the owner/administrator to remotely interact with 

the devices (i.e., track, monitor, issue commands and policies) 

 

 

 



 

 

Phoenix FailSafe is a system that allows the owner of a personal computer (or other computing device) 

to communicate with the computer easily and securely over a network. Using FailSafe, the owner of a 

computer can control how and by whom the system can be used.  

The FailSafe system is modeled after the device management and provisioning systems commonly used 

ƛƴ ǘƘŜ ƳƻōƛƭŜ ǇƘƻƴŜ ƛƴŘǳǎǘǊȅΦ aƻōƛƭŜ ǇƘƻƴŜǎ ŀǊŜ Ŏƻƴǘƛƴǳƻǳǎƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƳƻōƛƭŜ ŎŀǊǊƛŜǊΩǎ 

wireless network, which provides the speech/packet and signaling channels that allow voice and data 

call setup and maintenance. A wireless network also implements a set of side-band channels to 

implement command and control of the devices. These command and control facilities provide 

important, hard-to-subvert functionality for the end-user as well as the wireless operator, with features 

such as easy activation, remote management, enablement and disablement of optional/premium 

services and device de-activation.     

FailSafe provides three main areas of functionality:  

o FailSafe is a provisioning system for modern personal computer systems and PC-like computing 
devices. FailSafe facilitates the initial binding of a computer to its owner and user(s). It supports 
the setup of important security information that relates to this binding, including the 
provisioning of the disk encryption system. FailSafe also allows for the easy and correct transfer 
of ownership of computing devices. For example, when a machine needs to be sent back to an 
OEM for repair or replacement, FailSafe can be used to safely de-ǇǊƻǾƛǎƛƻƴ ǘƘŜ ǎȅǎǘŜƳΩǎ ǎŜŎǳǊƛǘȅ 
keys and then re-provision the same keys on the repaired or replacement system when it is 
returned.     

 
o FailSafe provides a policy enforcement mechanism. The owner of a computer may wish to 

establish policies related to how a computer may be used. For example, a large enterprise may 



ƴƻǘ ǿŀƴǘ ƛǘǎ ŜƳǇƭƻȅŜŜǎ ǘƻ ǳǎŜ ŀƴȅ ¦{. ŦƭŀǎƘ ŘǊƛǾŜǎ ƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŎƻƳǇǳǘŜǊǎ ǘƻ ǇǊŜǾŜƴǘ 
theft of company data. A more complex variation of this policy may allow certain users to 
request their managers or IT personnel to exempt them from the policy and, when the request 
is approved, perform the unlocking process in real time. FailSafe provides the security and safety 
to support very flexible policy enforcement. 

 
o FailSafe provides a secure communications channel between the owner of a computer and the 

computer, much like a Virtual Private Network (VPN). Unlike a classic VPN, however, this 
channel is intended primarily for use in command and control activities and is designed for 
disconnected, weakly connected, as well as fully connected modes of asynchronous operation.   

  
The FailSafe !ƎŜƴǘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƛǎ ōŀǎŜŘ ƻƴ tƘƻŜƴƛȄΩǎ ǇǊƛƻǊ ŜȄǇŜǊƛŜƴŎŜ ƛƳǇƭŜƳŜƴǘƛƴƎ ǘƘŜ ŎƻǊŜ .Lh{ 

firmware and other security products.  FailSafe mechanisms start operating as soon as the first 

instruction executes on the computer, so there is no time frame in which an alternate software stack 

may take over and override FailSafe operation. Because FailSafe is rooted in the trusted firmware/BIOS 

layer of the computer system, FailSafe is extremely hard to subvert using software-attacks. FailSafe also 

protects against hardware attacks to the point where subverting FailSafe requires one to effectively 

physically destroy the computer system. The FailSafe solution is far superior to Windows® or Linux® 

solutions that rely solely on the operating system, its applications, or Option ROMs. 



Weaknesses in Existing Solutions  

 

Phoenix continues to build on core strengths of BIOS leadership of 25+ years to introduce FailSafe 

category ƻŦ ǇǊƻŘǳŎǘǎΦ 9ȄƛǎǘƛƴƎ ǎƻƭǳǘƛƻƴǎ ǇǊŜǎŜƴǘ ƳȅǊƛŀŘ ƻŦ ǿŜŀƪƴŜǎǎŜǎΦ ¢ƘŜȅ ŘƻƴΩǘ ƻǇŜǊŀǘŜ ŀǘ ǘƘŜ .Lh{ 

layer; hence precise control of BIOS load and boot functions and command control is lacking. Often, the 

ŀǇǇƭƛŎŀǘƛƻƴ ŘƻŜǎƴΩǘ Ǌǳƴ ƛƴ ƘƛƎƘƭȅ ǎŜŎǳǊŜ ƳŜƳory, making it susceptible to simple subversion attacks 

ranging from OPROM subversion attacks to ungraceful tampering, disablement or uninstallation of the 

application. In addition, integration with advanced BIOS functions such as bricking/un-bricking, Hard 

Disk Drive (HDD) locking, and encryption performed at the BIOS layer is missing.  Hence current 

solutions provide an offering with a relatively weaker security posture. The current state of theft 

detection technology is also reactive in nature, involving a human action to report the theft incident. 

While this is good, often too much time passes between the time a theft report is filed and the time 

when the theft actually happened.  

The single most important concern after a laptop theft is the protection of data.  The complete backup 

and restore of data on client devices, ranging from specific files, folders, to a complete file-system and 

from/to cloud are not fully integrated with current Anti-Theft solutions; hence the current state of 

technology is often limited to retrieval of few single files only often with serious size limits imposed.  

 

¢ƘŜ ŎƻǊŜ ǘŜŎƘƴƻƭƻƎȅ ŎƻƳǇƻƴŜƴǘǎ ŘƻƴΩǘ ǇŜǊŦƻǊƳ ŎƻƳǇƭŜȄ ŎƻǊǊŜƭŀǘƛƻƴ ƻŦ ŎƭƛŜƴǘ ŀƎŜƴǘ ǎǘŀǘŜ ŜǾŜƴǘǎ ǘƻ 

distinguish between normal, well-behaved and accepted anomalies vs. an indication of an actual theft. 

As a result, current solutions are prone to lots of false-positives (FPs), leading to expensive support calls 



and disruption in normal work. The technology elements need to proactively track client(s) behavior, 

correlate it with past behaviors to precisely identify normal states and anomaly states, and identify 

potential theft scenarios without possibly requiring a human intervention. 

The current GEO location solutions are also not dependable, often producing imprecise results. The 

triangulation algorithms used are relatively weak in identifying the precise location of the stolen laptop. 

In addition, rich, remote, command-control support to track a stolen device from a hybrid set of form 

factors, such as Web, mobile, WiFi, BlueTooth, SMS extensions, etc,. is not available. 

FailSafe Technology Advantages ɀ Current  

Definitions:  
Core BIOS ï Embedded firmware code that resides on the motherboard and contains the first 

instructions that execute when the device is powered on. 

OPROM ï An abbreviation for Option ROM. An OPROM is essentially a secondary flash part containing 

firmware that is called by the core system BIOS. After the basic POST checks are complete, option ROMs 

are then initialized. This gives them the chance to hook (intercept) system interrupts, in order to provide 

increased functionality to the system. 

POST ï An abbreviation for Power On Self Test, something that is done in the core BIOS during startup. 

The primary function is to initialize the hardware components and point to the location on the hard disk to 

start OS boot process. 

System Management Mode (SMM) -- A special operating mode, where certain areas of protected 

memory (SMRAM) become visible. This memory is not visible outside to the OS, providing greater 

security. SMM is entered when a System Management Interrupt (SMI) is detected. 

(I) Operates at the BIOS Layer  

 

FailSafe core differentiation comes from the fact that it runs directly from the BIOS, even before a 

traditional operating system (OS) such as Windows or Linux boots up. This provides more immense 

control, reliability and security than the traditional solutions that require native OS to boot can offer 

today. By operating at the BIOS level, FailSafe can provide a richer set of BIOS capabilities, such as 

Bricking/ UnBricking, HDD locking, Degraded mode support, GeoFencing. FailSafe can also integrate with 

alternative technologies provided by chip vendors, such as Intel® Anti-Theft Technology (ATT).  Because 

the core BIOS always executes first, it is immune to traditional OPROM subversion techniques that 



current solutions running at OS layer suffer. The core runtime modules also run in highly secure SMRAM 

memory.  

BIOS Design Considerations 
This section discusses the implications of implementing FailSafeôs security features from within the core 

BIOS firmware versus implementing these features from an Option ROM (OPROM). It will specifically 

address core BIOS advantages, intelligent client functionality, and security. 

Core BIOS versus OPROM Comparison  

 

Core BIOS Advantages 

Full Control over Load and Boot Order  
FailSafe is loaded early in POST, giving it full control over subsequent module loads, boot order, and boot 

devices. This control enables boot policy enforcement and degraded mode support. It also prevents 

OPROM subversion techniques, providing greater security and policy enforcement capabilities. 

Degraded Mode Support  
FailSafe also supports a policy-based degraded mode enforcement capability that, among other things, 

can prevent a device from booting from any type of secondary boot media other than the primary boot 

drive (e.g., when a PC does not connect to the Internet and communicate with the FailSafe server within 

some pre-defined interval of time). 



Secure and Reliable Policy Enforcement  from Core BIOS 

 

Å BIOS hardware initialization execution is sequential and always executes in the same pre-

defined sequence. 

Å Execution of policy enforcement (i.e., Disable the PC) in the Core BIOS is the most secure and 

reliable implementation. 

Å Policy enforcement in OPROM can be subverted (i.e., instructions skipped or altered). 

  



(I I) Greater Security  

 

SMM Code Execution 

FailSafe leverages SMM technology such that the BIOS is able to receive commands from the OS level 

and execute them in the BIOS. Features such as GeoFencing, degraded mode support, and disable 

depend upon this capability. In addition, BIOS is in control of the OS components to ensure the integrity 

of the FailSafe agent. 

Intelligent Client Functionality  

FailSafe delegates intelligence to the FailSafe agent, which is important when the device is running 

without a connection to the FailSafe server. This allows the agent to enforce policies such as Geofencing 

and degraded mode support even when no server connection is present. This capability requires 

runtime communication with the BIOS, which FailSafe performs using the SMM. 

GeoFencing 

A GeoFence is a rectangular area defined by a set of 

longitudinal and latitudinal coordinates in which a device is 

allowed. It is enabled based on GPS readings from the device 

and policy-based coordinates on the server. A GeoFence can 

be defined in terms of a City, State, or other geographic 

region (may have multiple GeoFences). The FailSafe agent is 

able to detect the violation of the GeoFence policy and 

directly instruct the BIOS to disable the device. Again, this 

feature relies on the BIOS runtime communication via the 

SMI. 

Hard Disk Device (HDD) Locking  

FailSafe provides the remote capability to lock / unlock the hard disk drive using a security password 

right at the BIOS level without requiring any OS intervention. This provides complete control of any 

software to have direct disk access. 

 

  


