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Bridging BIOS to UEFI

New versions of the computer’s operating system (OS) get all of the attention, but there is also an 
evolution occurring in the core systems fi rmware that is responsible for getting things started on a 
PC. Often referred to as the BIOS (basic input/output system), this fi rmware is becoming a modular 
and confi gurable system element based on the Unifi ed Extensible Firmware Interface (UEFI) stan-
dard that will give computer system developers a simplifi ed method for incorporating new hardware 
technology and customizing system functionality. By following a thoughtful migration from the ex-
isting BIOS to this “BIOS of the future,” developers will be able to gain this enhanced fl exibility and 
functionality in future designs without compromising designs already in development.

In the earliest personal computers (PCs), the BIOS served primarily to provide the op-erating sys-
tem with a standard view of the system’s core hardware, including key-board, mass storage, display, 
and serial I/O. The BIOS fi rmware told the central proc-essor (CPU) how to read and control these 
resources and provided the operating sys-tem with a standard interface that hid variations in detail 
among various chipsets and peripheral devices. This gave PC developers freedom of choice in hard-
ware options as well as an ability to add innovative features while assuring compatibility with the 
oper-ating system’s standard initialization process.  

Over time the BIOS developed additional capabilities. Additions included power-on self-test (POST), 
power management, automatic enumeration and resource allocation for add-in peripherals, and a 
variety of system control and confi guration functions. These additions came as a result of innovation 
by BIOS vendors and provided addi-tional design fl exibility and control options to system developers.

Opening the BIOS

A desire began growing within the industry, however, to open BIOS innovation to oth-ers in the PC 
industry – especially silicon vendors. Opening the innovation process would provide greater opportu-
nities for innovation within the PC industry by allowing more minds to work on the problem. It also 
would make it easier for system develop-ers to differentiate their products by incorporating custom 
features in the BIOS.

Silicon vendors also desired a faster method for incorporating new system hardware options into the 
BIOS. The traditional approach was for silicon vendors to hand over to BIOS vendors the fi rmware 
used to test new silicon, then wait for those drivers to be worked into the BIOS before offering the 
silicon to system developers. To speed this process, silicon vendors wanted a standard interface on 
which to base their drivers. This standard interface would allow the drivers to “plug in” to the BIOS 
without addi-tional software design effort, eliminating the delays associated with integrating them 
into the BIOS and speeding the evolution of PC hardware. 

The silicon vendor “wish list” for the BIOS continued to grow. There was a desire to be able to use 
a high-level language such as C for driver development by standardizing on interfaces and cod-
ing practices, thereby easing driver development. The use of C would also help address a growing 
shortage of assembly language programmers. An-other desire was to provide support of “pre-boot” 
environments that would give access to protected-mode memory and allow address space manage-
ment for software to run without requiring the operating system to be loaded. This feature would be 
especially useful in embedded computing applications that may not need full PC functionality and in 
automating the manufacturing test of PC hardware by enabling services for built-in self test.

One of the fi rst attempts to create such expanded system fi rmware, now evolving far beyond a 
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BIOS, came from microprocessor vendor Intel. The company developed the “Platform Innovation 
Framework,” usually referred to simply as the Framework, as an architecture for system fi rmware 
development. Within that architecture Intel defi ned an Extensible Firmware Interface (EFI) as a stan-
dard for creating hardware drivers to work within the Framework. Working with Phoenix Technolo-
gies and other BIOS ven-dors, Intel incorporated EFI into the BIOS for its Itanium processor. The 
company fur-ther created a representative implementation it called Tiano to serve as a template for 
development and made the source code publicly available in order to promote the en-tire approach, 
which it referred to as “Green-H.”

Intel’s Green-H initiative met  with objections from some quarters in the PC industry, however, 
because of several  limitations. One was that the Framework and Intel’s EFI drivers were specifi c to 
Intel hardware architectures; the industry wanted a compati-bility path for adoption of alternative 
hardware from other silicon vendors. The ap-proach also did not address newly emerging technolo-
gies such as multi-processor con-fi gurations, and was slow to evolve, limiting opportunities for in-
novation. Microsoft, as the primary OS vendor in the PC space, also wanted to have a say in how the 
fi rm-ware-to-OS interface looked like. Perhaps most importantly, the Intel specifi cation could not be 
advanced without Intel’s approval and Intel revised the EFI specifi cation only once, three years after 
its 1999 introduction. Intel currently has no plans to intro-duce any new versions of EFI.

UEFI Arises

In response to these limitations and restrictions, the PC industry formed in 2005 the Unifi ed EFI 
Forum to develop broader fi rmware standards based on Intel’s EFI 1.10 specifi cation, which it has li-
censed from Intel. In addition to broadening the hardware applicability of the concept behind Green-
H, the Forum aimed to maintain the pace of innovation. UEFI 2.0 appeared in 2006 and UEFI 2.1 
was introduced in January, 2007. 

Firmware developed under the UEFI standard is a far cry from the traditional PC BIOS. Traditional 
BIOS is specifi c to the x86 architecture and needs to run under the 16-bit “real mode” of that archi-
tecture. It provides power-up hardware initialization and POST functions then serves as the interface 
between the hardware and the operating system. UEFI fi rmware serves some of the same functions, 
but is not a replacement for existing standards such as ACPI, SMBIOS, or the PCI fi rmware specifi ca-
tions. In-stead, it enhances them by allowing simple incorporation of additional functionality.

UEFI-based fi rmware provides both boot services and run-time services. The boot ser-vices create a 
driver model for the devices used during boot, such as hard and fl oppy disk drives, network control-
lers, keyboards, mice and displays. The run-time services serve as the interface between the oper-
ating system and the hardware for low-level fi rmware functionality required during normal system 
operation. Rather than being hard coded and hand packed like the BIOS, however, UEFI-based fi rm-
ware follows a modular approach that allows system developers several approaches for augmenting 
its functionality.

At the hardware level, the UEFI specifi cation gives chip developers a standard inter-face so that they 
can create a fi rmware driver plug-in to handle their specifi c boot hardware. System developers can 
then take UEFI-based fi rmware and add the drivers for the hardware they selected without need-
ing to do any additional program devel-opment. At the software level, the specifi cation gives system 
developers a method for augmenting the fi rmware with their own code. Because the UEFI specifi ca-
tion ensures that a simple, linear, protected memory addressing mode becomes available early in the 
boot process, developers have access to a well-defi ned pre-OS environment that they can use to run 
custom code for such things as manufacturing tests, system diag-nostics, or provisioning functions. 
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Developers can also use the pre-OS environment to confi gure the system for embedded operation 
without requiring that it include nor-mally essential PC features such as a keyboard, mouse, or moni-
tor.

UEFI Advantages

As a result of the ease with which the UEFI-based fi rmware can be adapted, adopting the standard 
gives developers a number of advantages. One is to simplify the incorpo-ration of new hardware 
technology as it becomes available. The only software impact of adding new hardware is adding a 
new driver to the fi rmware. Customization also becomes simpler. Vendors can create UEFI drivers to 
provide features and functions unique to their system and simply add them to the fi rmware. 

This ease of customization is especially benefi cial for systems that are to serve a low-volume mar-
ket, such as a handheld computer for a shipping company that includes proprietary functionality and 
does not run a traditional OS. Creating such a system while using a traditional BIOS would require 
considerable software development. Un-der a UEFI system the development costs are considerably 
lower.

The adaptability of UEFI-based fi rmware also gives system developers more freedom of choice. They 
can create their customizations once then apply them to the UEFI fi rmware of whatever board de-
sign they choose. This simplifi es switching between in-dependent board vendors by virtually elimi-
nating the fi rmware impact. 

While the advantages of UEFI-based fi rmware are compelling, developers face a sig-nifi cant chal-
lenge to adopting the approach: time.  Product development time for PCs average nearly 18 months, 
and server-class system often take longer. As a result, the development of many systems began well 
before the UEFI Forum released its specifi -cation to replace EFI. The development time for new sili-
con is also long, so the de-vices currently on the market were created before the UEFI specifi cation 
became available. As a result, very few UEFI drivers exist for today’s silicon. Similarly, main-stream 
OSes also lack support for UEFI fi rmware.

Building Bridges

As a result, the systems currently in development as well as those now starting will still require 
traditional BIOS support. Further, the need for a traditional BIOS will con-tinue for a number of years 
while the industry is transitioning between the standards. Until all the necessary chips have UEFI 
driver support, operating systems are able to tap into UEFI run-time resources, and the market has 
discontinued the use of older, unsupported devices, developers will be caught in a “mix-and-match” 
situation where their systems will have a blend of supported and non-supported components. To 
meet their needs during the transition time, system developers will need fi rmware that bridges be-
tween the traditional BIOS and UEFI-based operation.

Phoenix Technology offers such a bridging solution: the SecureCore BIOS. This fi rm-ware is in full 
compliance with the UEFI 2.0 standard and is compatible with Intel’s Tiano/Green H implementation 
and proprietary EFI drivers. It works with Intel’s and AMD’s upcoming chipset platforms, Windows 
Vista, XP, and earlier OSes, and classic silicon drivers. SecureCore guarantees support for today’s 
silicon, eliminating the “mix-and-match” challenge. It also guarantees support for current OSes as 
well as forth-coming UEFI-aware OSes. Phoenix has already demonstrated SecureCore’s compatibil-
ity with Microsoft’s efforts at a recent Plugfest.
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To help ease the shift that system developers must make between the traditional BIOS and UEFI-
based fi rmware, SecureCore supports their existing assembly-language code-base and will accept 
many of their current fi rmware customizations. Developers can work with SecureCore using mixed-
mode tools such as Visual Studio 2005 that understand both assembly and C code, allowing them to 
merge their existing fi rmware with SecureCore’s code without re-coding. This gives developers time 
to move from a traditional to a UEFI-based approach gradually, in phases. Phoenix can provide sub-
stantial support to development teams during this transition.

The industry’s move to UEFI is now becoming inevitable. Intel is targeting incorpora-tion of UEFI 
compatible drivers into its reference platforms for the next-generation hardware chipsets and has 
discontinued major development on its proprietary EFI standards. AMD is also embracing UEFI 2.x, 
offering for its new CPU and chipsets UEFI drivers that Phoenix already supports. Microsoft has 
made Vista UEFI-aware and the will support the standard in its forthcoming Longhorn server soft-
ware. Major inde-pendent hardware vendors for plug-in I/O hardware have also adopted UEFI for 
driver development. The UEFI standard is thus being taken up by the major PC vendors, and others 
will have to follow in order to remain competitive. 

With offerings like SecureCore, Phoenix Technology is helping developers prepare for full adoption 
of the UEFI standard in future generations of PCs.  As a world leader in BIOS software development, 
Phoenix has in-depth understanding of the features and functions that will need to remain available 
during the transition. At the same time, its leadership position within the UEFI committees ensures 
that it has advanced under-standing of where the industry is headed. With this combined back-
ground it has been able to develop SecureCore to be just what the industry needs just when it needs 
it.

Looking Forward

As the adoption of UEFI ramps up, it is important to keep in mind that the mere adop-tion of this 
new set of interfaces in the fi rmware layer is not a useful goal by itself. The PC industry must focus 
on how the adoption of these interfaces will speed innova-tion at lower costs. 

Phoenix is in the process of utilizing the benefi ts of the new modular and more easily extensible 
codebase to rapidly implement support for a faster, more secure BIOS, the latest industry hardware 
standards, virtualization, a rich set of pre-OS applications, and tools that decrease BIOS enablement 
time and cost for new customer platforms by speeding up the debugging and validation processes. 
Beyond UEFI today, Phoenix is also looking at the use of advanced programming techniques, such 
as object ori-ented programming to further leverage the benefi ts of modern compiler and pro-gram-
ming language technologies in fi rmware development. 


